Internet of Things Chapter first

 As per latest Pattern of NIELIT (NIELIT 8T frerfta 7o e
o Internet of Things and its Applications

Chapter-1: Introduction to Internet o‘f‘Thln'gs

Applications/Devices, Protocols
and Communication Model 5

(32T Sitw R o e whervia, fereia,

I
.

WEHCH T P wiee )
IoT stands for
IoT AT 1ef &
(a) Internet of telegram

Internet of things  (c) Intelligent of things
(d) Intercommunication of things
How many numbers of the element in the open
IoT architecture? ’
AT 0T fEdamr & frad ez B &2
(a) Four (b) Five
{c) Six © N Seven
Which of the following is the way in which an
IoT device is associated with data?
Tefeifad 3 @ -9 aler § fw@ T loT
Teamzd Ter & w=1 §7 :
(a) Internet Moud
(c) Automata (d) Network
Which of the following 10T networks has a very
short range?
Frefafea ¥ W fofd (o T edeh it I8 ogd om §7
(a) Short Network (b) LPWAN
(c) SigFox

N_{d}~ Short-range Wireless Network

What is the full form of the LPWAN?
LPWAN &I 90T &0 @1 37
(a) ~Low Protocol Wide Area Network
(b) Low PowerWide Area Network
(¢c) Long Protocol Wide Area Network
(d) Long Power Wide Area Network
Wihich one of the following is not an IoT device?
freafafaa # 9 0 s loT feama @ 37
(a) Amazon ccho voice controller
(b) Google Home
(c) Nest Smoke Alarm (cmc of the above
What is the main purpose of 10T (Web of Things)
in the 1oT?
0T WoT (3@ 31w fdra ) =1 i 3e9d @ 87
(ay” Improve the usability and intcroperability

MOHIT KUMAR

(b) Reduce the sécurity
(c) Complex the development
(d) Increase the cost

8.  What is the Arduino UNO?

e UNO =T 87
(a) Software "‘(ﬁlrdware device

(c) Network (d) Protocol
9.  An equation of internet of things is ..........

e 31T FUT T W &

(a) Physical object + controller sensor and actuay,

_tnternet
Mtroller sensor and actuator + internet

(c) Physical-object + internet
(d) Physical object + controller 13 internet

10." Which of the following is not an application of
IoT? ;

Prerferfied ¥  F-9T loT 1 STHANT & £
(a) Wearables (b) Smart Grid

a_(c}Arduino (d) Smart City
11. Which one of the following protocol is light-
weight? X
Frefafad ¥ @ S9-a1 Teiwte T 8
(a) 1P (b) HTTP
s (bF-MQTT (c) CoAP
12. What is the role of Big data in IoT’s Smart Grid
architecture? o

0T & ¥ firg anfelerr & fm oAl @

yfteaT 32

(a) + Filter the data (b) Locked the data
\(e}—Store the data (d) None of the these

What is the real example of a smart grid devict

inIoT?

T ¥ W fire feame @1 arefas 9€@

CRuy

(@) Mobile phone (b) Television

(€)  Smart Speaker - D Smart Meters

What is the full form of the MQTT?

MQTT T qut wy ==y £7 -f

(1) Mult? Queue Telemetry Things

(b)  Multiple Queue Telemetry Things

13.
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[

INTERNET )
-T OF THINGS (10T) AND ITS APPLICATIONS

I

¢) Message meuc Telemetry Things
v Message Quu‘le Telemetry Trang

8 What is the full formo ‘ D()].l" =
" CT R O ® T d2 d
(a) Inter Connect Technology

(b) Internet Connection Topology
formation and Communicatj
f \ nication Tecl
() Infer Communication Topology RS

'hich of the followi g ;
::w Galilco gen 2 bo::'g?ﬁ bR niiad
diferl SR 2 Wi & T Petifea #.@
F-w g W 2 ‘
@ 250 MHz. (b) 400 MHz
(c) 450 MHz (d) 300 MHz
7. What is the full form of IANA?
JANA T qUT ¥T T 2?
(a) Inter Assessment Number Access
(b) Internet Association Numbers Authority
(c) International Aid for Network Authority
\_(d), Internet Assigned Numbers Authority
18. What is the standard port number of secure

MQTT? ,
Fif| MQTT =1 UTE WIS W w87 -
(a) 1883 (b) 8000

<(s)-8883 (d) 8888

19. Which of the following layers provides end-to-
end communication in IoT?

FroffEa § @ - o ToT ¥ TS
FOR WEM T 87 R
(a) Logical layer (b) Datalink layer
\c)Fransport layer  (d) Session layer

20. Which of the following device is used to measure
the gases or liquid? .
frfafaa o @ fowa Teag® &l sy el A
o 7w @ e feRer ST €7

“(b) Gas Sensor

(a) Optical Sensor
ressure sensor

(c) Smoke Sensor
21. Which interface does the fingerprint sensor use?
Trmifiz oy fpa gETRd A T 87
\'f{ UART interface » (b) COAP interface
(¢) SPI interface (d) 12P interface

22. 'Which of the following protocol is used by
USART?
retfofag § & @iF-ar WEE@ USART BT
SydnT fear et #7
(a) RS32 R$232C

n (c): 4RS85 “(d) Allof the these !

What is the full form of HDLC?

Narzo

HDLC =1 qut wa = &7

MOHIT.KUMAR. .

Mghcr Data Level Communication

(b) Higher Data Link Communication
(c) MHigh-level Data Link Control
(d) High Data Level Control
Which of the following “bit” defines the address
bit in the control register?
et o & W e wgre e LR
fare @ qRoTiid s 87 s
(a) ML \_(by MM
(c) RXWake . (d) None of the these
What is another name for 12C?
12C ST GET H HM &7
(a) Signal wire interface
Two wire interfaces
(c) UART
(d) USART
IP stands for:
TS w1 3t B
(a) Intelligent protocol
Internet protocol
(c) Intercommunication protocol
(d) Ideal protocol
27. ‘Which of the following protocols does the secure

digifal card application use?

el fefeet @é ey Frer ¥ & T
TrerRTet T STENT AT 827

(a) XMPP SPI

(c) MQTT (d) HTTPS

‘How many logic signals are there in the SPI

protocol?
W F fra ot e B 82
Five signals (b) Six signals
(c) Nine signals (d) Zero signals
What does MOSI mean?
MOSI =t T 37 82
(a) MOSlisa network line
(b) MOSI is a, clock signal that sends the clock
signals from master to slave
\y/MOSl is a data line that sends the data from
master to slave _ ;
(d) None of the above
What is the full form of HART?
HART T quf &0 & 32 i
(n) Highway Application Remote Transport
\,W)/l lighway Addressable Remote Transducer
(¢) High Address Reduce Transport
(d) High Application Remote Transport
What is the range of z-wave?
R L

24,

25,

26.

28.

29.

30.

Uil
1k
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CHAPTERWISE MULTIPLE CHOICE QUESTION

s AND ANSWERS

32.

(Y]
]
‘

36.

37.

3.

39.

40.

(@) 3010100 m (b) 300 to 1000 m
(c) 10010 1000 m (d) Only 10m

Which of the following topology is used for ZigBee
Smart Energy?

Rt e et @ forg Prefafan § @ few
TSt ST gt s $2

(a) Bus Topology (b)  Ring Topology

(&) Star Topology (d) Any Topology

Which of the following protocols does not exist
at the data link layer?

ﬁ'a TR/ - WA 2@ fiE W W@
RISCIECI ¥

(a) ZigBee Smart Encrgy

(b) LoRaWAN

() WirelessHART (d) Secure MQTT
Which of the following is the type of SPI
controller?

= % ¥ SF-w spl fraaw @ wew $2

() Micro-wire or plus (b) Micro wire

(c) Data SPI] (d) Queued SPI

What is MQTT primarily used for?

TEEERE] S e WU Y T S R e §7
(a) User communication g

(b) System transfer

{c) Machine to Machine Communication

(d) Create connection

What is the frequency rate of z-wave?

z-97 S G T T 8?2

(a) 908.42 GHz (b) 928.49 GHz

(c) 888.42 GHz (d) 708.49 GHz

What is another name of the tactile sensor?
ZTEA HWET @1 ZEU A o 87

(2) Weight sensor (b) Imaging sensor

(c) Proximity sensor (d) Touch sensor

How many types of capacitive touch sensors in
1oT?

1o 8 faaa van & dufafea za dat ga &2
(z) Two (b) Five

(¢c) Seven (d) Nine

Which of the following touch sensors is used in a
cell phone?

am wiq 4 facifafaa o 7 faq 29 G0 @
zZaar faar Aran £7

(a) Resistive touch sensor

(b) Human sensor

(c) Capacitive touch sensor

(d) Follow sensor

Which of the following languages does GSN work
on? ;

MOHIT KUMAR e~ mapo=

41.

42..

43.

44,

45.

46,

47,

GSN Frefafea ® & fera wmrwma,m.%)
(ﬂ) [)ylhon (b) JAVA ;
(c) Android (d) C++

Which of the following :’s the example of shor,
range wireless network?

o1 A AT A A g o
I 27

(a) VPN (b) Wi-Fi

(c) Internet (d)y WWW

Hackers usually used the computer virys for
purpose.

d AR T . W & T wogy

ATRE T SYART A &

(a) To log. monitor each and every user’s stroke

(b) To gain access the sensitive information Jjke
user’s Id and Passwords

(c) Tocorrupt the user’s data stored in the computer
system

(d) All of the above

Which one of the following is also referred to as

malicious software?

T 7 @ ol Seae wiveaar oft st s i)

(a) Maliciousware (b) Badware

(c) Ilegalware (d) Malware
Bluetooth 5.0 promises are:
Ed 5.0 WiwT §—

(a) 4x Speed, 2x Range. 2x Data

(b) 6x Speed, 3x Range, 3x Data

(c)* 2x Speed, 4x Range, 8x Data

(d) 3x Speed, 4x Range, 8x Data

SSL and TLS stand for:

THTATS AR IATE @ oref -

(a) Secure Socket Layers and Transport Layer
Session -

(b) Secure Socket Layers and Transport Layer
Security

(¢) Secure Socket Layout and Transport Level
Session

(d) Session Socket Layers and Transport Layer
Session

Which one out of these is not o data link layer

technology; !

?ﬁﬁaﬁmmwéamﬁm%ﬁw&ﬁ" L

(6) Bluetooth (b) UART
(¢) Wi-Fi (&) HTTP

Which tea nsport layer protocol is used by DHCP?

DHCP g fam et vt Wermter w1 3@
o sy &2
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INTERN
' =1 wGS (IOT) AND ITS APPLICATIONS ~—
svP (b) TCP o i _—
g ?)ccl’ (d) UDpP e garacde ¥ o T fyrant 3T

| © " is called a port | i
"1 jayer is p ayer in OSI model:
whlchu : AT e P '
0 osm@ﬂﬁm" W T e

-~

gession (b) Application
lf‘ presentation (d) Transport
‘\‘\ patis 2 firewall in computer networks:

¢ Pl W o TR ‘%‘-
a) A system designed to prevent unauthorized
access
b A web browser
o The physical boundary of network
(@ The Network Operating System

o Router operate athaiina., layer of OSI reference
mOdCI? e ~
et 0SI Th{H Tige & ......... T W M
7 87

. () Layer2 (DataLink)(b) Layer 3 (Network)
| (o) Layer 1 (Physical) (d) Layer 4 (Transport)
‘i Each IP packet must contain:

| Ip e B A -

(a) Only Destination IP Address

(5) Only Source IP Address

() Source and destination IP Addressgs

(d) None of Above

L. Which one of this is not a networking device:

7 ¥ He-ar T Jeaten fead Tl -
(2) Router (b). Switch
() Bridge (d) Traffic Analyzer

% Whatis the standard length of MAC address?

T UH Y wed oy o 87

'4) 16 bits (b) 32 bits
©) 48 bits (d) 64 bits
What s the use of Ping command?

RIS Ty 3IuEnT -

s. ‘h)) I‘) know network speed

é To lest storage device .

" NO test a host on the network is reachable
4, oneof the above

+ 2t does VNC stand for:

,3 fa) y Eﬁ[ e %"

by 2nous Network Computers

i Mual Network Computing
() v rwal Network Communication
4% We. Ofeof the above

at g the

MWirgno -, PUTPOsE of bin directory in Linux

: Ment:

MOHIT KUMAR

57.

S8.

59.

60.

61.

62.

63.

64.

&

(a) Contains cssential device files

(b) Contains essentinl binary commands

(c) Containing configuration ﬁlc_'s

(d) Contains user home dircctories

What is Inter Integrated Communication

Fev gniRe wegfTaeE (12C) & o=

a) An application layer protocol

ib)) A ncRSorking coymmunication protocol for
multi-master support e,

() An OS for distributed network communication

(d) A cellular communication protocol

How many wires does SPI protocol use:

SPI RETeier fenm ATaE T IUAT AT &

@ 2 (b) 3 () 1 d) 4

What does LTE stand for:

LTE < =t o1df 8-

(a) Long Term Errors

(b)  Long Term Evolution

(¢) Lengthy Terminal Estimation

(d) Long Term Estimates

Which one out of these is not LPWAN

(12C):

technologies:

0 Y HE-GT LPWAN deheiih &1 8-
(a) SigFox (b) Wi-Fi

(c) NB-loT (d) LoRa

‘Frequeﬁ'cy band used by 802.11 ah standard is:

T WeE g SuA fRar 9 aren 802,11

e o9 §-

(a) - 60 GHz (b) 2.4 GHz -
(c) Sub 1 GHz (d) 5GHz
Fuzzy Logic is a ..... form of:

TSl AN ..., W Tk ©Y 8

(a) Hexa state logic  (b) Two valued logic

(c) Binary setlogic (d) Many valued logic
involves predicting a response with

meaningful magnitude, such as quantity sold,

stock price, or return on investment.

............. ¥ wrde qfimor & Wiy wiahwar =t
Rid &ma, o faer warnt

(a) Summarization  (b) Clustering

(c) Regression (d) All ot the mentioned

Which of the following language is preferred for
IoT analytics?

loT favetgur & fore Poafafes ¥ & @F-w@
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,\/(’.r)/l’yllmn
(¢) R

65S.

66.

67.

68.

69.

70.

71.

72.

L) S
(d) All of the mentioned
Which one is simplest form of analytics

H TR WA WY BT -
(a) Predictive 5y Desrriptive
(¢) Prescriptive (dy All of the mentioned
The method by which companies analyze
customer data or other types of information in
an cffort to identify patterns and discover

relationships between different data elements is
often referred to as:

UEHR S W T Favdeer w8 war
F €, Vet 9 vgem fabe 2 Tetizy &
S Wl WS oA ¥, o e fe
(a) Customer data management

b)Y Data mining (c) Data digging
(d) None of the mentioned

is called.............

\+3) Bus
(c) Power line
Secure Shell (SSH) .....

e vt (TaTEe) §

(a) Arouter . (b) Afirewall
(¢) A network protocol

(d) Python Shell
Machine learning is

e @

(@) The selective acquisition of knowledge through
the use of manual programs

(b) The autonomous acquisition of knowledge
through the use of manual programs

(b) Cable
(d) Transmission Line

-----

() Theselective acquisition of knowledge through

the use of computer programs
(d) The autonomous acquisition of knowledgg
through the use of computer programs
HTTP resources are located by .....
HTTP Hared foash g feaw &
(a)

Unique resource locator !
(b) Unique resource identifier
(c) Uniform resource identifier .
\  (d)-None of the mentioned
S—

access point? - S ol
iU Afdw UEed 9iEe & fag TCp A w7

(a) Node (b) Pipe

(c) Port \Q;)/None of the mentioned
A Denial'of service attack is: : ‘

Har | AR THAT B
(a) Connection flooding
(b) Bandwidth flooding

A collection of lines that connects several devices -

What is the TCP name for a transport service

AND ANSWERS
CHAPTERWISE MULTIPLE CHOICE QUESTIONS

73.

74.

75.

h

76.

77.

78.

79.

80.

81.

82,

\

(&) 10 (b) 2
(c) 1 +§d)_MGne of these
‘ fll;)i‘:v many times loop function runs in Arduin? ,
SMEN IDE ¥ Tt e s s e b |
. (a) 4 forever B
(c) 1 (d) 5 ‘
 What error occurs When you execute?
T Y e e o e
Name Error .(b Syntax Error
(0) Value Error: -(dg ’Tyype Error
PWM stands for; .~ = i~ o
FEmR.

* from local to remote host:

Y

v ulnerability attack
(d) Allofthe mentioned

A packet sniffer is:

o e fert - |

(a) Active receiver - (b) Passive rece
Both of the mentioned

(d) None of the mentioned

IPSec provides security at:

IPSec & AT “\(—h—)/[ e
(a) Physical Layer Netxyork Layer
(c) Transport Layer  (d) Session Layer

WPA is a security rpeclmnism in
WPA_JGeh & o @
ay” Wi-Fi (b) Cloud

(c) Bluetooth (d) Eth(;met

Network topology with a central hub or switch is..

T g9 a1 Taw & WY 2w S $o
(a) Mesh (b) Token ring
(c)—Star (d) Token bus
Internet domain name and host name gy,
translated into IP address by whom

FTHE ST T AR ERS 7 T 3R i

T W fwe grT fRar W 872

(a) Domain name system

(b) Domain name database

(c) Router

(d) Domain information system

Which protocol allows user at one site to establish
connection to another site and pass keystroke

-
.

iver

-----

.....

T ¥ FARE Wi W S e A
T B R U a7 ot ot A d- |
(a) Telnet (b)) FTP ;
(c) IP . (d) . HTTP |
E;!‘«:v many times setup function runs in Arduino |

_gmﬁ.a’rlDEﬁmmmmm
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INTERNET O
\ ‘ F THINGS (10T) AND 1TS APPLICATIONS

alse width Mode

o pylse With Modulation

| ;,“N width Modulation
lfi‘ one of the above

u .
i ian is:
s pian}
i Rasp

Assembler

| :c) Compiler

:'u (Gl stands for:
CGI cal Hdd & —
) common Gateway Interest
(b) Common Gateway Interrupt
() Common Gate Interference

| \g-Common Gateway Interface

MQTT is:

MOTT & }

| (a) Basedon client-server architecture

| Npy-Tased on publish-subscribe architecture
(c) Based on both of the above
(d) Based on none of the above

i, What is the access point (AP) in wireless LAN?
e o 3 T uige () @@ 82
() Device that'allows wireless devices to connect
‘ to a wired network
L (b) Wireless devices itself
(c) Both (a) and (b)
‘ \dNone of the mentioned
8. Inwireless adhoc network
T UL Feah o
(a) Access point is must
(b) Access point is not required
(¢) Nodes are not required
(d) None of the mentioned -
8. Which multiple access technique is used by IEEE
 802.11 standard for wireless LAN? :
Imeg o & fog 1EEE 80217 weg g

(b) Language
(d) OS

{
s
| D

W €7
(a) ALOHA (b) CSMAI/CA '
(€) CDMA (d) None of the mentioned

Which is the correct operator for power x"y?

: -1 #7

K‘Eﬁ(x"y)%mm T e
w (b) x™Y

% e

(d) None of the hcnlioncd
’. W' A
1at is WPA?

WeA, 7 %7
(‘é) Wi-Fi protected access
_) Wired process access
(L) Wired protected aceess
9, ) Wi-Fi process access

An interconnected collection of piconet is called:

@) Micronet
) Mininet

MOHIT KUMAR

L

(b) Seatternet .
(d) None of the mentioned

——

92. In a piconet, there can be up to ____ parked

nodes in the net:

T R #H, N U e o fRT T
AgH B wehd B-
(@255 (&) 127

(a) St (b) 63
93. Sccure shell (SSH) network protocol is used for:
Tt (SSH) Yeash Wiernic Al
foraen fo faa s -
(@) Remote command line login
(b) Remote command execution
(c) Secure data communication
(d) All of the mentioned
94. The network layer concerns with:
Yeod WA waE o
(a) Bits (b) Frames
(c) Packets - \_(d)-Mene of the mentioned
95, Ethernet frame consists of:
dutie WA ¥ e €
(a) MAC address (b) 1P address ‘
(¢) -both (a)and (b) (d) none of the mentioned
96. What isiinternet?
T 2
(a) Interconnection of local area networks
\_{b7 A vast collection of different networks
(c). A single network
(d) None of the mentioned
97. - DNS database contains
DNS e #§ yiiie §—
(a) Host name aliases
\(b) Hostname-to-address records
\4ey Name server records
(d) All of the mentioned

AnSWers/STiT;, L it

LG 2@ 306 4@ 50
6.d) 7. 8 () 9.0 10.()
i () 12.() 13.(d) (&) 15()
16. &) 17.(d) 18. () 19.(c) 20.(d)
21 (@ 22.(b) 23.(2) 24.(b) 25.(b)
26, (b) 27 () 28. () 29.(c) 30.(b)
3L (a). 32.(c) 33.(d) 34 (d) 35 ()
36. (@) 37.(d) 38 (a) 39.(c) 40.(b)
41, (b)  42.(d) 43, (d) 44 (© 45. ()
46, (d)  47.(d) 48. (1) 49, () 50. (B
5. (d) 52 (d) S53.(¢) 54 () 55D

56. (b) 57.(b) 58.(d) 59.(b) 60. (b)
6l. (¢) 62, (d) 63, (d) 64 (a)  65. (b)
66, (b)  67. (a)  68. (¢) 69. (d) 70. (d)
70, () T2 (c) T3 () T4 (b) 75. ()
76, (¢) 71 () 78, () 79. (d)  80. (b)
81, ()  82. (d) 83 () 84. (d) 85. (b)
86, (d) 87. (b) 88. (b) 89, (c) 90. (a)
91, (b) 92. () 93.(c) 94 (d) 95. (d)
96. (b) 97. (v©) L
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